IIpunoxenue No 2
K npukasy o1 22.03.2021 r. Ne {09/3 -9

HHCTPYKITHAA
110 MAPOJILHOH 3amuTe HHOPMAHHI
B MBOY «JIuneii Ne22 «Hapxexaa Cubupn»

TepMuHBI U onipe/ieIeHus
1.1. ABromMaTu3upoBaHHOe paGodec MECTO — HPOTPAMMHO-TEXHHUCCKAN KOMILIEKC,

TIPCAHA3HAYEHHBIH J1Jis1 aBTOMATH3AIMH JCATeTHOCTH OIPENEICHHOTO BHIIA.

1.2. Magopmanmonnas ciucrema NepcoHaNbHEIX JaHHEIX — COBOKYITHOCTE COJICPIKAIITUXCA
B 6a3ax TaHHBIX [IEPCOHANBHBIX JaHHBIX H 00ECICUNBAIONIMX UX 006paboTKy HH(OPMAITHOHHEIX
TEXHOIOTHH U TEXHMIECKHX CPEJICTR.

1.3. OGpaboTka NEPCOHANBHLIX [AHHBIX — J060e jelicTRHE (omepanus) wmm
COBOKYIHOCTH  JNCHCTBMA  (Omepalmii), COBEpIIAEMBIX ¢  HCHOIB30BAHHEM  CPEICTB
ABTOMAaTU3AIMH WK Oe3 MCIONB30BaHHs TAKHX CPEICTB ¢ IIEPCOHATBHLIMA JIaHHbIMI, BKITHOYAs
cOop, 3anKCh, CUCTEMATH3AIMIO, HAKOIIEHHE, XPAHEHHE, YTOTHEHHE (06HOBIEHHE, H3MEHeHue),
M3BJICYCHHC, HCNONL30BAHME, IIepejady (pacmpoCTpaHeHHe, NpPEAOCTaBIeHHe, JOCTYIN),
obesnminBanye, 6110KMPOBAHKE, Y/AICHNAE, YHHITOKEHHE ITePCOHAILHBIX JAHHBIX.

1.4. Kondunennmansnocrs mudopManuu — 06i3aTeNBHOE JUIS BBIIOTHEHHS JIAIOM,
TOTYYUBITHM JIOCTYII K ONpeJeNieHHOH uHbOpMaluK, TpeOOoBaHHe He MepelaBaTh TaKYRO
uH(OPMALMIO TPETHUM JIMIaM Ge3 cornacys ee 061agaTeNs.

1.5. Ilepconanbuble nannble — mobas HHOOPMAUMs, OTHOCSIIASCH K MPSIMO MM
KOCBCHHO ONPEIEICHHOMY HIIH OmpefielisieMoMy dusmaeckomy IHIy (CyOBEeKTY mepcoHaIbHBIX
TMaHHbIX ).

1.6. IlonezoBarens MAGOPMAIHOHHON CHCTEMBI MEPCOHANBHLIX IAHHBIX — padboOTHUK,
OCYIIECTBIAIOIMA  00paboTKy II€PCOHANBHBIX [@HHLIX B  WHPOPMALHUOHHOW CHCTEMeE
IIePCOHAIBHEBIX JIAHHEIX.

1.7. Cpencreo  3amurel mHGOPMAIMHE — unporpaMMHOe obecredenue, IIPOIPaMMHO-
anmapargoe  obecnmedenwe, —anmapaTtHoe — OOECIEYEHHE,  BCIIECTBO WM Marepuall,
[PETHA3HAYCHHOC MM HCTIONB3YEMOE JUIA 3aIUTE HH(DOPMAIIHH.

1. Oomue nonoxkenus

2.1. Hacrosmias MHCTpYKIHS 10 napoipHOM 3ammTe uHpopMmauma B MBOVY «Jluneit
Ne22  «Hamexxpma Cubupu» (manee — WHCTpyKnus) ycTaHABIMBACT TpeboBanus w
OTBETCTBEHHOCTE TIPW OPraHM3aLMH MAPONLHOH 3alMTEl HI(OPMAIMH, a TAKKE ONPEIEIACT
NOPANOK  KOHTPOJIA 32 JCHCTBHSMM TIOJB30BaTeNlel M OOCIYXMBAIONIETO MepcoHana
HH(QOPMALMOHHBIX CHCTEM NEPCOHATBHBIX Nanmbix (nanee — MCITIn) npu paboTe ¢ apoIsIMH.

2.2, TpeGopanus HacTosmed WHCTpYKIMK SBIAIOTCS OOA3ATENLHBIME JUIS MCIOTHCHHS
BCCMHU 1oJp3oBaTeAMU U amMmuHucTparopamu WCI[Te MBOY «Jluneir Ne22 «Hanexna
Cubupu» (1anee — Yupex/ieHue), HCHONB3YIOMAMH B cBoel paGoTe CpE/ICTBA BBIYHCITUTEIhHOM
TCXHHKH.

2.3. Bce mombsosareim u amMunucrparopst UCI(n Vupexjenus, MCIOIB3yIONHE B
CBOEH paboTe CpeNcTBa BEIMUCIUTENLHON TEXHMKH, MOJDKHEI OBITh O3HAKOMICHBI C
TpeOOBaHHAME HacTOsIICH VHCTPYKIMH IO TTO/ITHCE.

24. Hacrosmas Muerpykuus geiserca JOIOMHCHHEM K NCHCTBYIONAM JIOKaTbHBIM
HOPMAaTHBHEIM aKTaM (BHYTPEHHHM JOKYMEHTaM) [0 BOIpocaM ofecIIeucHus 0e30macHocTH
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CBeJleHnH KOH(QUCHIMATLHOTO XapakTepa, B TOM YHC/IEe H HCPCOHANBHBIX JAHHEIX (Jajiee —
[T/TH), 1 He HCKIIFOYAET 003aTELHOIO BRITOIHEHMS UX TPEOOBAHMIA.

2. Tpedopanus, npenbsBaseMble K HaeaTHGUKaTopam (KogaM) U Haposm (IopsIoK
(popMupoBaHus U 00palIeHUs ¢ HUMH)

3.1. Asropusarms  momssoBarencii  MCII[ln  ocywectBisiercs  myTeM — BBOAa
HIeHTHPUKATOPA H/UITH ITApOJIS.
3.2. TpebGosanusa x GpOpMHPOBAHHIO TAPOJICH M OOPAINICHUIO C HEMH.

3.2.1. Ilaponr opMHpyeTCS IIpH CO3JAaHHH YYCTHOM 3alKMCH  OTBETCTBEHHLIM
obecneuenue 6ezonacuoctu 111 B MCIIAn unu amvunuctparopom VICTIJIH, mpu riepBHaHOM
BXOJI€ B YUCTHYIO 3allACh IApOJIb AOKEH ObITH M3MEHEH BIa/ICIBLICM.

3.2.2. Brnanenslbl THYHBIX Iapojcii 0013aHbl 00ECIICTHTE UX TaliHY.

3.2.3. IlapoJ reHepUPYIOTCS € YIE€TOM CIIeAYIOMUX TpeOOBAHHIA:

—  Taponb JOJDKEH 3HATh TOJNLKO €ro Biiajelel;

—  JITMHA Mapons JOJKHA OBITE He MeHee 8 CHMBOIIOR;

— B napone o0s3aTelIbHO JOIDKHEI IPUCYTCTBORATH KaK IUQPHI, TaKk U OYKBBI Ha
BEPXHEM H HIIKHEM PErUcIpax;

— TIapolb HE JO/DKEH BKIIOYATH CMBICTIOBYK) HArpys3ky (uMeHa, (aMILIHH,
HAaMMCHOBAaHMS OpraHW3aluil, YIWI, TIOPOAOB M T.J.), OOIIEHpHHSTHIE
coxpammenus (userOl, password02 m T..) W TOCIEIOBATEIbHBIC COYCTAHUS
KJaBuIl Knaruatyprl (qwertyOl, Unyken12);

—~  MaKCHMAaIIbHBIH CPOK JeHCTBUS Mapoiis coctapnseT 120 nreii;

—  MUHUMAIBHBIA CPOK JECHCTBUA AP0 COCTABISET 2 THA;

—  KOIHMYECTBO HEYJAYHEIX IIONBITOK BXOJAa B CHCTEMY, NPHBOJAINIEE K
OJIOKMPOBKE YYETHOU 3alIUCH 110JIB30BATENS JIOJDKHO OBITE He Hoiee 6.

3.2.4. TpeboBanust K (QOPMHPOBAHHIO TApPOJeH OOECHEUMBAIOTCA TEXHHICCKHMEI
BO3MOKHOCTAMM HCIIONB3YEMBIX OIEPAIJMOHHBIX CHCTEM, CPEICTB 3aluThl HHpOpMAaNwy u
HHGOPMALIMOHHBIX PECYPCOB.

3.2.5. llonmmag 1utaHoBas CMEHa lapojieil moie30Baresneil AOUKHA MPOBOJUTHCH
PEryJIsSiPHO, HE PEXe OHOTrO pasa B IIONroja. BHeIIaHOBas cMeHa [apojis IIPOH3BOMUTCS B
cllydae ero KOMIpOMETalllH, a TaKKe Mo npockde mons3osarens MCITIH.

3.2.6. Xpanenume nons3oBarensmu MCII/{a 3HaveHui cBOMX mmapoliell Ha GyMaKHOM
nHocurene 3AIIPEIIEHO.

3.2.77. llome3oBaTens He HMeeT IIpaBa COOOIIATH ITHYHBIA [APOIbL APYIHM JIMIAM
(paspemiaercst TONBKO € COIJIACOBAHMSA OTBETCTBEHHOTO 3a obecredyeHne Oe30IMacHOCTH HIIN
agmunucrpatopa MCII/IH npu BHaduIud TEXHOIOTHYECKOH HEOOXOIHMMOCTH HCIOTH30BAHIS
UMEH M Napolied pabOTHUKOB B HX OTCYTCTBHE B CIy4Yae BO3HUKHOBEHMS HEINITATOHBIX
caTyanuit, Gopc-MaKopHBIX 00CTOATENBCTB U T.10. 110 Bo3paiueHnro paGoTHUKN 0043aHEI cpasy
€ CMEHUTE CBOH ITApOJIH HA HOBLIE 3HAYEHH COTNIacHo manHoi Mucrpykimn).

3.3. Tlopsamox cMeHBI apoie u WACHTH()UKATOPOB IPH M3MEHEHHAX B OPraHU3aIlMOHHO-
IITATHOM CTPYKTYpe (KaIpOBbIC NEPECTAHOBKH, YBOJBHCHHE PAOOTHHKOB):

3.3.1. Ilpu npexpamenuu QeHCTBYS TPYIOBOTO JIOTOBOPA ¢ PAGOTHUKOM BCE CO3/IaHHBIC
JUIst 3Toro pabOTHMKA yYeTHBIE 3a0HCH (II0IB30BATENBCKOE MMS) IIOUIEKAT GIOKHPOBAHMIO HE
I03/IHEe, YeM B JeHb yBolubHenud paborHuka. [lommoe ypaieHue yuYeTHBIX —3amuceit
NPOM3BOIATCS B TCUCHHH 5 pabodumx maHe# co oA ysoibHeHus paborHmka. OcHoBammeMm Jyist
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ONOKHMpPOBaHMA M IIOCICAYIONIEr0 YIAICHUS YYETHBIX 3amuceil paboTHHKAa ABIACTCS 3asBKa,
OPEICTABICHHAS HENOCPEACTBEHHBIM PYKOBOIHMTENEM YBONBHIEMOIO He IMO3JHEEe, YeM 3a 3
paboumx JHS JI0 JHS €0 YROJILHEHUS.

3.3.2. Ilpy OpOBENEHHMH  OPTAHU3AIMOHHO-ITATHBIX ~ MEPOUPHUITHA  (KaJpOBHIE
IIEPECTAHOBKHM) HEIOCPEACTBEHHBIH PYKOBOAHUTETbL CTPYKTYPHOTO IOApasjeicHus obs3aH
npejcrasuTh agmMunncTpaTopy MICII/H 3asBKy Ha H3MEHEHHE B IIpaBax J{OCTYIIA.

3.4. Ilopsamox meHCTBUI IPH KOMIIPOMETALUH HACHTH(GHUKATOPOR U ITAPOJICii.

3.4.1. Ilog xommpomeralwed NOHUMAETCs: yTpara NMaponis YICTHOH 3amucH H (WITH)
napoJis UAEHTHQHKATOPA, pasrialleHle YIeTHOM 3amiucy mapois UK ITaposist WASHTHpUKaTopa
(ABHAs KOMIIPOMETAIMA), HIIH HHAsA CHTYaIlHs, KOTOpas AaeT OCHOBAHKE JUJIA IPCANONOKCHHSA O
HapyIIeHHH KOHPUAECHIMAIEHOCTH apoei U UISHTH(GHUKATOPOB (HesiBHASI KOMIIPOMETALHS ).

3.42. Ilpu sBbisBicHME (akra yTpaTel Wapolsd, pasTIalieHHs Tapois, Iapos
uIeHTH(UKATOpa, CaMOT0 HAECHTH(HKATOPA II0/IB30BATENE 0043aH HE3aMEUIHTEILHO COOOIIHTE
0 JaHHBIX (AaKTax CBOEMY HENOCPEICTBEHHOMY pPYKOBOAWTENIO H OTBETCTBEHHOMY 3a
obecneuenne 6ezonmacuocty [[JTa 8 UCTI/{n wier apmuauctparopy MCITa.

3.4.3. B ciyuae BpABIeHHs (akTa KOMIPOMETAIMM HACHTU(HHUKATOPOB H Mapoei
none3oBarenda aamuaucrparop MCIIJIH wiam oTBercTBeHHBIH 3a obeciieueHue Oe30MACHOCTH
[T 8 MCTI/TH oOs3an HeMeIeHHO 3a0I0KHPOBATE YYSTHYIO 3allHCh JIAHHOTO IOJIB30BATE/Is H
HEe3aMe UM TENBHO IPOU3BECTH BHEIUIAHORYIO CMEHY NapOJIist JUISL 3TOTO MOIB30BATENTS.

3. Ilpasa u obs3aHHOCTH

4.1.  OcHosHble 3anauu agMunuctparopa MCIJTa:
—  OpraHu3anysd yCTaHOBKH CPEICTB UACHTHU(GUKANK U ayTeHTH()HKAIN;
—  OpraHm3anys nmapoiabHoH 3amuTsel Bo Beex MCITIn;
—  BBIJ[@Ya NEPBMYHBIX IAPOJIEH, M 3JEKTPOHHBEIX NEPCOHANBHBIX HICHTH(GUKATOPOB U
aponcH K HIM;
—  OCYWIECTBICHHE KOHTPOIA 34 COCTOAHHEM CHCTEMBI IIAPOIBHOH  3alyThI
unpopmarmu B UCL1JIH.
4.2. Apmuructparop MCII/Ts umeer mpago:
— BHOCHTBL IPEUIOKEHHA II0 COBEPIIEHCTBOBAHWIO CHCTEMBI [APOJIBHOW 3aAIUTHI
uapopmanmn B UCTIH;
— IpHHUMATHL YYacTHE B IIAHUPOBAHUM MEPOIPHATHH 10 TAPOTLHON 3alluTe
ungopmanuy B UCILIH # mIaHHpOBAHHH OCHAIICHHS CPEACTBAMH UIEHTHOUKAIMH
U ayTeHTH(UKAI;
—  OCYIIECTBIIATH KOHTPOIb COCTOSHUSA CPEJICTB MICHTH(QHKAINE U ayTeHTHOHKAIIMA B
WCTI]IH;
—  HMHUIUMPOBATE CIIyXKeOHEIE IIPOBEPKH M YYACTBOBATH B IIPOBEEHHUH pACCIIe[0BAHMI
10 (pakTaM KOMIPOMETAIHH;
— OKa3bIBaTh [OMOINL B PEIICHHH IpobJieM, BO3HUKAIOMMX IIPH OKCIUIyaTalluy
CPENCTB MJIEHTHOUKAMHA U ayTCHTHDUKAIHH.

4.3. OO6xA3aHHOCTH B YaCTH IAPONLHON 3AMMUTEI MHOOPMAIMHA OTPAKEHLI B HHCTPYKLHH
anvmunuctparopa MCI/Th.

4.4. Tlomssosarensm UCTT/Ta B cBoel paboTe 3anpeiacTes:

— coobumaTh Komy-mubo CBOH JHYHBIE [ApONb WM [IAPOIB K 3NEKTPOHHOMY
IIEPCOHAIBHOMY UJICHTU(DUKATOPY;
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—  IepeJiaBaTh KOMY-JTHOO0 BRIJIAHHBIN IEKTPOHHBINA EPCOHATBHBIN HISHTH)HKATOD;
—  OCYNIECTBIATH BX0J B onepanuonnbic cuctembl VICITIH u B mHbOpMaNMOHHBIC
PeCYpPChI MO 9yIKUMH HICHTH(PHKATOPAMH H [IAPOJISIMH;
—  OTKIIIOYATH CPENCTBA UACHTU(IKAIME ¥ ayTeUTHHHUKALHY.
45. B cnygae nossienus mopo3peHuii Ha (AKT KOMIPOMETAUMH [APOJsL, d TAKKE B
cillydae BBIABIEHHS MHIMAEHTOB ((paxToB M T.IL), CBA3aHHEIX cO cOosMH B paboTe CpPEICTB
HIEHTH(QHUKAINHE U ayTeHTH()UKAINH, TTONL30BaTeTH 00S3aHEI HEMeNIEHHO TIPOUH(DOPMHPOBATE

00 sTom oTBeTcTBeHHOTO 3a obecneueHne OezomacHoctu 11/l B UCIT/IH unu agMuHHCTpaTOpa
WCII]TH.

4. OTBETCTBEHHOCTH JOOKHOCTHBIX JIMI B PAMKAX CHCTEMBI HAPOJILHOH 32 NHTHI
undopmanun

5.1. Tlomp3oBarenu, oTBeTCTBEHHLIM 3a obeciieuenne OezomacHocty [1Jx B UCITH u
apmunuctparop HMCIIJn mecyr OTBETCTBEHHOCTH 3a HEHa/UIeKallee HCIOJHEHHe HIN
HEHCIIOJIHEHUE CBOUX 00s3aHHOCTEMH, TPe/lyCMOTPEHHBIX HacTosmed MHCTpyKIuei, B peaenax,
OIpEe/IETIeHHBIX JIeHCTBYIOMMM 3aKoH01aTenbcTBOM Poccuiickoit @eneparuun. 3a HecobmoaeHue
TpeboBaHMH 3akoHOmaTenbcTBa Poccuiickoit @emepanuyt mpeaycMOTpeHa TIPaXkKIAHCKAs,
YrOJOBHaA, aAMAHACTPATUBHAA, JUCIHMIIIMHAPHAS OTBETCTBEHHOCTb.

5.2. Ilomp3oBaren, OTBETCTBCHHEIH 3a obecmedcnre Ocsomacnoct [[n 8 UCIIa u
agvusuctpatop MCIIJ[E HecyT OTBETCTBEHHOCTH IHO JAEHCTBYIOINEMY 3aKOHOJATEIBCTBY
Poccwmiickoif Penepanuy 3a pasrialieHue CBEICHAN KOHDUICHIMAIBHOIO XapaKkTepa, CTaBIINX
M3BECTHBIMHU IIPH BBIIOTHEHHMM CIYKEOHBIX 00sf3aHIOCTEH, B TOM HHCIE IPEILyCMOTPEHHBIX
HacTosimei Mucrpyxiuei.

5. Cpoxk neiicTBUH B HOPSIIOK BHECCHHS H3MeEHEHHIT

6.1. Hacrosmas VHCTpyKIHs BCTYIAET B CHITY C MOMEHTA €€ YTBEPXK/ICHUS U JeHCTRYET
Oecepoano.
6.2. Hacrosimas MHCTpYKIMS TOUIEKUT IEPECMOTPY He pesKe OHOTO pa3a B TPH roja.

6.3. MV3meHeHus W NOTONHEHHS B HacToslyro WucTpykumio BHocsTcs mpukasom M. o.
JUpeKTOpa YupexaeHus.



